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Abstract. New technological advancements allow the Internet to penetrate in embedded computing. IPv6 envisions to merge
the physical and the digital world, through the Internet. The Web of Things interconnects the expanding ecosystem of Internet-
enabled embedded devices, by reusing well-accepted and understood Web principles. In this work, the principles of the Web
of Things are employed for the development of a comprehensive system for home automation. By combining sensor devices
with residential smart power outlets, the foundational pillars are built towards energy-aware smart homes that operate with
Web technologies. By designing an application framework for smart homes using request queues for communicating with home
devices, reliability and time efficiency are ensured while prioritized requests can be easily included to the system and multiple
simultaneous family members may be supported. A technical evaluation indicates that Web-enabled smart homes offer acceptable
performance while modern Web techniques can contribute in facilitating and optimizing smart home operations and deployment.
Finally, it is demonstrated through various case studies that Web-based, energy-aware smart homes have the potential to provide
flexible solutions to challenges such as energy awareness, energy conservation and the integration of future smart homes to the
smart grid of electricity.
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Introduction

Technological advancements such as sensor net-
works, short-range wireless communications and radio-
frequency identification (RFID) are becoming largely
common, allowing the Internet to penetrate in embed-
ded computing. An Internet of Things (IoT) [15] is be-
coming feasible, where everyday objects are uniquely
addressable and interconnected.

Recent efforts for porting the IP stack on embedded
devices [12,22] and the introduction of IPv6, which
provides extremely large addressing capabilities, are
expected to facilitate the merging of the physical and
the digital world, through the Internet.

*Corresponding Author. E-mail: kami@cs.ucy.ac.cy.

Building upon the notion of the IoT, the Web of
Things (WoT) [49,20] reuses well-defined Web tech-
niques to interconnect this new generation of Internet-
enabled physical devices. While the IoT focuses on
interconnecting heterogeneous devices at the network
layer, the WoT can be seen as a promising practice to
achieve interoperability at the application layer. It is
about taking the Web as we know it and extending it
so that anyone can plug devices into it.

Household appliances are also being affected by em-
bedded technology. They are being equipped with em-
bedded microcontrollers and wireless transceivers, of-
fering communication capabilities and providing smart
behavior. These augmented appliances, when intercon-
nected, may form wireless networks, extending resi-
dences into smart home environments [3,21,32,33].
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Smart metering has also gained popularity lately.
Residential smart meters are wireless devices that mea-
sure in real-time the energy consumption of a house
while smart power outlets may record the consumption
of various electrical appliances and control their oper-
ation by switching them on/off. Smart homes become
then energy-aware, permitting residents to analyze and
monitor their electricity footprint in detail. According
to scientific studies such as [10], timely electrical con-
sumption feedback through smart metering has the po-
tential to reduce electrical consumption by 5-15%.

Additionally, sensor devices that measure precisely
environmental phenomena (e.g. illumination, humid-
ity, air quality) and physical conditions (e.g. noise, oc-
cupancy, pressure) are incorporated in smart homes,
extending their automation possibilities.

We believe that future generations of smart homes
will be massively equipped with networked household
appliances, smart power outlets, smart meters, sensors
and actuators. These devices will be much more per-
vasive, integrated in our everyday lives and can even
be highly mobile. Their management would require a
high degree of flexibility.

In this work, the Web is proposed as the application
layer in future smart homes, because it is ubiquitous
and it scales particularly well. An IP-based approach
for home automation can offer equivalent performance
with related traditional home automation standards,
while concepts from the Web bring convenience to de-
velopers and users [37,16,6].

We exploit the fact that wireless sensor networks
(WSN) provide nowadays a reliable and extensible so-
lution for real-world deployments in houses and we ex-
ploit their wireless, networking capabilities to propose
the development of energy-aware smart homes, based
on embedded sensor technology. We focus on wireless
communications inside the home environment as they
constitute a flexible, plug and play approach to accom-
modate mobile, ad hoc networks of sensors and smart
power outlets. Their deployment does not require any
modifications in existing buildings.

In this paper, the innovation lies in the fact that a
proof-of-concept system for home automation, built
using Web technologies, is examined in a real setting
through a realistic analysis and performance evalua-
tion. By designing an application framework for smart
homes using request queues, practical issues are ad-
dressed such as transmission failures, concurrent user
presence and priority handling. A technical evalua-
tion indicates that an IPv6-based solution offers sat-
isfactory results while Web technologies such as Web

caching and event-based Web messaging may enhance
the performance of smart home operations. This re-
sponds to some concerns that the WoT would degrade
the performance of pervasive real-life applications. Fi-
nally, the Web behaviour of the smart home is demon-
strated through various case studies, mainly related to
electrical energy awareness and conservation.

The rest of the paper is organized as follows. First,
Section 1 provides the important related work in the
field and Section 2 describes the general architecture
of the application framework and its extension into
a graphical Web application. Then, Section 3 inves-
tigates important issues for integrating embedded de-
vices to the Web and Section 4 lists the particular tech-
nologies employed for enabling an energy-aware smart
home. Section 5 analyzes the behaviour of the request
queue mechanism and fine-tunes them for better op-
eration while Section 6 involves the technical evalua-
tion, focusing on the performance of home devices in
terms of their response times and energy consumption.
Afterwards, Section 7 demonstrates some ubiquitous
energy-related case studies, enabled by using the Web
paradigm in smart homes. Finally, Section 8 discusses
the evaluation findings, proposing future work in the
field and Section 9 concludes this paper.

1. Related Work

In an idealized vision of a fully integrated smart
home, all the operations of a house can be efficiently
controlled by a smart ubiquitous application. However,
we are far from realizing this scenario. A main bar-
rier is the proliferation of incompatible standards and
protocols used by various device manufacturers, which
makes the smooth integration of appliances from dif-
ferent vendors a very complex process.

To address heterogeneity of embedded devices, re-
searchers have envisioned to leverage the existing Web
infrastructure as a scalable and ubiquitous platform,
through which physical devices could seamlessly in-
teract with each other. Towards this direction, one
of the first attempts was the Cooltown project [36],
where each thing, place and person had an associated
Web page with related information. Another was JXTA
[47], an open network platform designed for peer-to-
peer computing between resource-constrained devices.

Recent surveys [37,16,6] suggested that IP-based
solutions constitute a viable alternative in home au-
tomation. Big Web services (WS-*) [5] have been pro-
posed as a basis to build an infrastructure for domes-
tic networks [3]. WS-* are a set of complex standards
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and specifications for enterprise application integra-
tion. Priyantha et al. [41] have successfully used these
standards to interact with sensor networks. However,
the use of SOAP/XML for messaging is generally not
very energy-efficient in home environments. The work
in [17] quantifies this in terms of time and energy.

REpresentational State Transfer (REST) [14] was
then considered as an appropriate architectural style
for constrained environments, as it is a lightweight
architectural style that defines how to properly use
HTTP as an application protocol. It advocates in pro-
viding Web services modeled as resources, identified
by Unique Resource Identifiers (URI). Resources can
only be manipulated by the methods specified in the
HTTP standard (e.g. GET, PUT, POST, DELETE), un-
der a uniform interface. A path towards the integration
of things into the Web through RESTful principles has
been proposed in [49], where physical objects are en-
abled to the Web by design. This is one of the first pa-
pers proposing a global WoT.

Constrained Application Protocol (CoAP) [45] is an
IETF effort to develop a Web transfer protocol for use
with resource-limited physical devices, aiming to re-
alize the REST architecture in constrained networks.
Even though it claims to be a simple protocol with low
overhead, it is yet another attempt for standardization,
not complying to the open nature of the Web. Nonethe-
less, it has promising features such as asynchronous
message exchange and low header overhead.

pREST [11] defines a RESTful protocol to bring the
simplicity and holistic view of data and services on the
Web, to pervasive environments.

A comprehensive report describing the architecture
of the WoT, based on REST, is provided in [20].
Following the WoT concept, Yazar et al. [50] im-
plement an IP-based sensor network system where
nodes communicate their measurements using REST-
ful Web services. Similarly, Schor et al. [43] devel-
oped a 6LoWPAN-enabled WSN, directly integrated
into the IPv6-based future Internet, where service dis-
covery is based on Apple’s mDNS.

In previous work, we combined basic principles of
the WoT in the area of smart homes [33,32], to develop
an application framework that enables multiple family
members to interact concurrently with their home ap-
pliances. The practice of using request queues to man-
age simultaneous Web requests and address transmis-
sion failures was motivated by Shamann [44], which
was an early gateway system that enabled low-power
devices to be part of wider networks.

Concerning smart metering, there are two prevalent
approaches for household energy monitoring and con-
trol: whole-home and device-specific.

Whole-home approaches place smart meters where
the home connects to the power grid. In [38], circuit-
level power measurements separate aggregated data
into device-level estimates, with accuracy more than
90%. ViridiScope [35] places inexpensive sensors near
electrical appliances to estimate their power consump-
tion with less than 10% error.

Device-specific techniques plug smart power out-
lets in electrical appliances to manage their opera-
tion. ACme [25] is an accurate AC metering network
that uses wireless sensor motes equipped with en-
ergy meters to provide energy measurements of electri-
cal appliances. Energie Visible1 visualizes in real-time
the electrical consumption of appliances connected to
smart power outlets in a Web interface. EnergyLife
[23] develops a mobile application to provide elec-
tricity consumption feedback and conservation tips. In
[24], users can utilize their mobile phones as magic
lenses to view the energy consumption of their devices
just by pointing on them with the phone’s camera.

The Gator Tech Smart House [21] proposed the
idea of automatically controlling electrical appliances
based on environmental information collected from
sensors. Using the same concept, iPower [51] adjusts
electrical devices to automatically reduce unnecessary
energy consumption by means of WSN.

In this paper, we extend our earlier implementation
of a Web-based application framework [33,32], and
exploit previous work in sensor-level Web enablement
[43,50], to explore the possibilities offered by using
the Web paradigm to develop a home ecosystem that
offers enhanced capabilities and provides satisfactory
performance, enabling the easy deployment of interac-
tive pervasive Web applications for smart homes.

2. An Application Framework for Smart Homes

A lightweight, Web-oriented application framework
providing uniform access to heterogeneous embedded
devices via standard HTTP calls was developed in
[33]. The framework supports multiple Web clients
and the early evaluation efforts performed, indicated
that response times from home devices were accept-
able, even when multiple residents interacted concur-
rently with their home environment.

1http://www.webofthings.com/energievisible/
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Request Queue

Request Queue

Fig. 1. Application framework general architecture.

Figure 1 depicts the general architecture of this
framework. It follows a layered model and it is com-
posed of three principal layers: Device Layer, which
is responsible for the management and control of em-
bedded devices, Control Layer, which is the central
processing unit of the system and Presentation Layer,
which generates dynamically a representation of the
available devices and their corresponding services to
the Web, enabling the uniform interaction with them
over a RESTful interface.

Each time a new device is discovered, a new thread
dedicated to the physical device is created. A Resource
Registry maintains the services offered by this device
as well as information how to properly invoke them. A
Request Queue is also attached to each thread, to en-
queue concurrent requests to it. Requests are stored in
a First-In, First-Out (FIFO) manner and are transmitted
sequentially to the device. Whenever the queue "sus-
pects" that the request might have been lost, it retrans-
mits it immediately. In this way, transmission failures
are masked effectively in minimum time. The mech-
anism for sensing failed message transmissions is ex-
plained in Section 5.

The Devices module holds a list of all available de-
vices and their services, inside a Device Registry, facil-
itating the Web representation of the smart home sta-
tus. The Driver holds the technology-specific drivers
for enabling communication with embedded devices,
by sending/receiving requests to/from them. The Con-

trol Layer hosts the Core module, which runs in the
background and maintains the system’s threads.

Finally, the Presentation Layer represents the access
point to the framework from the Web. A Web Server
allows real-time interaction between Web clients and
their home environment. A REST Engine, imple-
mented by means of Restlet2, ensures a RESTful sys-
tem behaviour. Thanks to REST, Web clients can easily
explore available devices and their services by clicking
links, as they would browse Web pages.

The framework is implemented in Java because of
the portability of the language, allowing the framework
to run on virtually any device that has a Java Virtual
Machine. It needs only 2.7 Mbytes for its full instal-
lation hence it could be integrated inside almost any
computing device of the house, even a router or the
mains smart meter.

2.1. Reasoning about REST

REST was adopted as the foundational architec-
tural style for communicating both with Web clients
and physical devices. REST may be suitable for con-
strained environments due to its simplicity and flexi-
bility. It can guarantee interoperability and a smooth
transition from the Web to the home environment.

2http://www.restlet.org/
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Fig. 2. The extended architecture of the Web-based smart home.

Undoubtedly, many standards offer interoperability
between heterogeneous machines. Their main differ-
ence from REST is that they include a rather com-
plicated set of protocols and guidelines for interac-
tion between devices, while REST suggests to use
merely the HTTP protocol and basic Web principles to
address heterogeneity. A recent study [18] compares
REST with its main opponent, WS-*. The study sug-
gests that REST is easier to learn and understand, more
lightweight, flexible and scalable, better for heteroge-
neous environments while WS-* has better security
features, but is more complex to be used, being more
appropriate for business applications.

Extensible Messaging and Presence Protocol (XMPP)3

is an open XML-based communications technology
that could be applied, however it is heavy for use with
embedded devices. JXTA is another alternative, but it
is more of an overlay network, not directly related to
the Web. CoAP is a tailored implementation of REST
for constrained environments, which could be consid-
ered in the future when it becomes more mature.

2.2. A Graphical Web Application

HomeWeb [32] extended the architecture of the ap-
plication framework to support a graphical Web appli-
cation. The classical client-server model was followed,
by placing the framework’s functionality on the server
side and the graphical application on the client side.
The enhanced system can be observed in Figure 2.

The client application offers a Web-based, interac-
tive graphical user interface (GUI) in AJAX, in order
to abstract the home automation procedure. It has been

3http://xmpp.org/

developed with Google Web Toolkit (GWT)4, which is
a development toolkit for building interactive Web ap-
plications. Graphs that illustrate sensory and electrical
consumption data are produced by means of Google
Chart Tools5. Client-server communication is based on
HTTP calls. The application framework exposes its in-
terface as a Web API, which is utilized by the client ap-
plication to interact with the embedded devices of the
smart home. Response messages from the framework
are encapsulated in open, well-known formats such
as JSON and XML. Using a Web API in the server-
side offers abstraction and loose-coupling between the
framework and the client application.

3. Web-enabling Home Devices

We speculate that Internet technology will become
the future standard in home automation [37,16,6].
IPv6-enabled WSN are becoming mature, with easy
installation, low cost, wide connectivity and natural
user interaction. IP convergence denotes that future
smart home applications will benefit from enhanced
quality, security, and interoperability.

Web integration of embedded devices can be per-
formed either through embedding Web servers directly
on them or by employing gateways. Directly embed-
ding Web servers is a recent development [43,50].
Web-enabled embedded devices expose their services
under a RESTful interface, while communication is
based on HTTP calls. In the following subsections, we
present different issues that appear when attempting to
enable resource-constrained devices to the Web, and
the solutions we propose to address these issues.

3.1. Local Device Discovery

A crucial aspect in embedded computing involves
the discovery of physical devices in some physical en-
vironment. The adopted local device discovery pro-
tocol was motivated from WS-Discovery6, which is
a multicast discovery protocol that uses SOAP/XML
messages to locate WS-* services on a local network.

This protocol was adapted for RESTful Web ser-
vices by transmitting a single URL instead of a heavy
SOAP/XML payload in the multicast message. This
URL points to a Web page, where the services offered

4https://developers.google.com/web-toolkit/
5https://developers.google.com/chart/
6http://docs.oasis-open.org/ws-dd/discovery/1.1/os/wsdd-

discovery-1.1-spec-os.html
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by the device are described. The idea of associating
URLs with physical devices for describing their func-
tionality was first mentioned in [36].

When an embedded device joins the IPv6 network, it
announces its existence through the multicast message.
The application framework listens at the pre-specified
multicasting channel for incoming discovery requests.
As soon as it receives a new request, it responds to
the newly found sensor device by an acknowledgment
message. Then, the framework creates a new thread,
dedicated to this device, and updates the device reg-
istry. When the device receives the acknowledgment,
it begins to operate normally as an embedded Web
server, accepting requests from the framework.

Through this discovery protocol, a plug and play ap-
proach for automatically including home devices in the
smart home is achieved. Less than a second is needed
from the time some device is switched on, until it is
discovered by the framework.

The proposed discovery protocol looks similar to
Multicast DNS (mDNS) [7], however it is simpler and
as reliable as mDNS. More complex protocols that
could be adopted include DNS based Service Dis-
covery (DNS-SD), Simple Service Discovery Protocol
(SSDP) and Service Location Protocol (SLP).

3.2. Service Description

In general, embedded devices need to describe their
functionality in order to allow the invocation of their
services by third parties. In our smart home scenario,
home devices need to describe their services to the ap-
plication framework, in order to enable seamless inter-
action with family members through the Web. Service
description must be performed in a standardized, Web-
based way, to increase the interoperability between
heterogeneous devices and smart home solutions.

We adopted Web Application Description Language
(WADL)7, which is an XML-based file format that
provides a machine-readable description of HTTP-
based Web applications. It can be seen as the REST-
ful equivalent of Web Services Description Language
(WSDL)8, which is the standard for describing SOAP-
based WS-* services. WADL promotes application
reuse, being a flexible way of describing Web services.

WADL was used to model the services (resources)
provided by an embedded device and the relationships
between them. Each physical device maintains its own

7http://wadl.java.net/
8http://www.w3.org/TR/wsdl

WADL file in some URL, which could be specified by
the device manufacturer. Obviously, all home devices
of the same type may share the same WADL file. A
device encapsulates the link to its WADL file in the
URL that is transmitted to the framework in the local
device discovery procedure (see Section 3.1).

As soon as the framework discovers a new device, it
parses the discovery message transmitted by the device
to find the URL that points to the associated WADL
file. By parsing the WADL file, the framework can be
informed about the services offered by the device, as
well about how to invoke them (e.g. URIs, parameters,
return values). This information is then stored at the
resource registry of each device thread.

Whenever a user wishes to interact with some de-
vice, he only needs to follow the guidelines specified
at its WADL file. In this way, automatic machine-to-
machine (M2M) interaction may also be enabled.

Relevant languages for describing sensor informa-
tion include Sensor Model Language (SensorML)9 and
Extended Environments Markup Language (EEML)10.
However, they mostly focus on describing sensory
measurements and not on explaining how to invoke
some particular service offered by a physical device.

3.3. Event-Based Messaging

Because home embedded devices operate as tiny
Web servers, interaction with them is based on pull
technology, following the classical client-server model.
This means that the application framework must ask
the devices in frequent intervals about their measure-
ments. This is not efficient in event-based scenarios,
in which events are triggered only sporadically when
something important happens e.g. detection of fire or
the opening of a door.

The RESTful Message System (RMS) [48] pro-
poses a lightweight alternative for messaging, suited
for embedded devices that monitor the home envi-
ronment for events. It is a push technique, implying
that communication is initiated by the physical devices
and not by the application framework. In our smart
home case, home devices (server) inform the frame-
work (client) only when something important happens.
RMS is applied to home devices by enhancing them
with a RESTful API that supports the eventing system.

Push technique is inspired from Web-based pub-
lish/subscribe communication. In case the framework

9http://www.opengeospatial.org/standards/sensorml
10http://www.eeml.org/



A. Kamilaris et al. / Building Energy-aware Smart Homes using Web Technologies 7

(subscriber) wants to receive notifications about an
event from a sensor device (publisher), it creates a
new subscription by POSTing an HTTP request to the
device. As soon as a new event is sensed, it will be
POSTed back to the subscriber at a callback URL,
specified at the subscription message (see Section 6.3).
Receiving events in real-time through user-defined
callbacks over HTTP, is the notion of Web hooks11.

3.4. Web Caching

Porting the IPv6 stack on sensor devices slightly in-
creases their energy consumption and decreases their
performance in terms of response times (see Section
6.1). However, these issues may be minimized by ex-
ploiting the HTTP caching feature. A Web cache is an
intermediary between Web servers and clients, moni-
toring incoming requests and saving copies of the re-
sponses for itself. In case there are subsequent requests
for the same URL, the cached response is harnessed,
instead of asking the origin server for it again.

A lightweight Web cache is included on the applica-
tion framework. In this case, Web servers are the sen-
sor devices, Web clients are the residents of the smart
home and a gateway cache is installed on the frame-
work. The caching mechanism may be used only for
GET requests since these are requests that do not al-
ter the state of some resource, according to the REST
specifications. The cache uses the expiration model,
which is a way for the server to say how long a re-
quested resource stays fresh. Cache freshness time de-
fines the validity of some historical sensory measure-
ment, as measured by some embedded home device, in
order to employ the cache for satisfying some request,
instead of querying the physical device again.

Therefore, whenever a client requests a GET ser-
vice, offered by some specific device recently in-
voked by another client, the result is automatically re-
trieved from the cache. This is called a cache hit, since
the measurement was successfully satisfied from the
caching mechanism. In case the cache did not contain
a fresh answer, this would be a cache miss.

The amount of time some measurement is consid-
ered valid (fresh), depends on some user-defined pa-
rameter. At the technical evaluation in Section 6.1, this
parameter is set to 10 seconds by default. Obviously,
a larger amount of time implies more cache hits, how-
ever, the results may not be as fresh. On the contrary,

11http://www.webhooks.org/

smaller cache validity times mean more fresh results
but also increased cache misses. The relationship be-
tween cache freshness time and average response times
from home devices is evaluated in Section 6.1.

3.5. Other Issues

During the process of enabling home devices to
the Web, some other issues arising are: sharing of
devices/services between family members, friends or
colleagues, achieved by harnessing online social net-
working sites (see Section 7.3); global Web discovery
of sensor devices/services, facilitated by efforts such
as Dyser [39] and DNS-based discovery [30]; security
of appliances against misuse; and privacy of Web users
who share parts of their sensory data.

4. Embedded Devices inside the Smart Home

In this section, the particular embedded devices
which have been used in our proof-of-concept smart
home environment are listed. Two different types of
devices have been included: Telosb sensor motes, for
sensing the environmental conditions inside the smart
home and Ploggs, which are smart power outlets for
controlling electrical appliances and sensing their elec-
trical consumption.

4.1. Sensor Motes

Telosb sensor motes [40] are equipped with a
250kbps, 2.4GHz, IEEE802.15.412-compliant Chip-
con CC2420 Radio, integrated onboard antenna and a
8MHz TI MSP430 microcontroller with 10 kB RAM.
These motes integrate by default temperature, humid-
ity and illumination sensors, but can also support other
sensors (e.g. noise, pollution). We programmed the
sensors using TinyOS 2.x13, which is an operating
system designed for low-power wireless devices. By
means of Blip14, which is an implementation of the
6LoWPAN stack for TinyOS, we exposed the default
sensing capabilities of the motes as RESTful Web ser-
vices, transforming them into embedded Web servers.
This REST-based modeling of the services offered
by the Telosb sensor motes is provided in the first
4 rows of Table 1. 6LoWPAN [13] is an adaption
layer that allows efficient IPv6 communication over

12http://www.ieee802.org/15/pub/TG4.html
13http://www.tinyos.net/
14http://smote.cs.berkeley.edu:8000/tracenv/wiki/blip
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No. Device Resource Description MIME Verb Parameters
1 Telosb Temperature Measurement in Celcius text/plain GET -

2 Telosb Humidity Percentage of humidity text/plain GET -

3 Telosb Light Set RGB LEDs on sensor board text/plain PUT color (char)

4 Telosb Illumination Illumination levels in Lux text/plain GET -

5 Plogg Electricity Instant consumption in Watts JSON GET -

6 Plogg Switch Switches an appliance on/off text/plain PUT mode (String)
Table 1

RESTful services offered by Web-enabled embedded home devices.

the IEEE 802.15.4 standard. Through 6LoWPAN, an
IPv6-enabled multi-hop WSN was formed, consisting
of Telosb motes.

Thus, by deploying these devices around the smart
home, the environmental conditions inside the house
could be sensed in real-time, while the multi-hop
topology would enable the wireless propagation of the
measurements from remote sensors to the base station.

4.2. Smart Power Outlets

Ploggs15 are smart power outlets that can sense
the electrical consumption of electrical appliances. A
Plogg can be attached to any electrical appliance or
device that uses a standard mains socket plug. Its
hardware is based on Ember’s EM357 ZigBee wire-
less technology and Teridian’s 6511 metering chip.
Through the ZigBee chip, Ploggs can create a wire-
less multi-hop energy metering network inside a smart
home. They can transmit with high accuracy energy
consumption measurements in a user-defined interval,
with 1 minute as the default value. Furthermore, they
allow the control of a connected electrical appliance
remotely, by switching it on/off. Since Ploggs are pro-
grammed with a non-programmable firmware, they
can not be enabled directly to the Web. Thus, they were
enabled indirectly, through the application framework,
by developing Java drivers to communicate with them
through a REST interface. Their RESTful Web ser-
vices are displayed in the last 2 rows of Table 1.

Nonetheless, we estimate that future generations of
smart meters could actually run a full Web server on-
board, thus enabling direct, non-mediated interaction
with other peers in the same WSN, such as sensor de-
vices, forming a single Web-based multi-hop network.
ACme [25] is an early effort towards this vision.

15http://www.prnewswire.co.uk/news-releases/consumer-
products-retail-latest-news/plogg-the-configurable-zigbee-smart-
plug-155674645.html
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Fig. 3. Load at the request queue of some sensor device.

5. Analyzing Request Queues for Enhancing the
Performance of Smart Home Operations

The application framework associates each home
device with a request queue, for supporting simultane-
ous family members sending concurrently HTTP re-
quests to them. The queues are responsible for for-
warding requests to the devices sequentially, in a first-
come, first-serve basis. As soon as a response arrives,
the corresponding request is removed and the next re-
quest is forwarded to the head of the queue.

Incoming requests must wait in the queue for their
turn to be executed. Figure 3 shows a snapshot of the
request queue load, during a typical framework’s op-
eration, for two different scenarios of arrival rates λ,
of requests per second. These request rates have been
selected to stress test the system. As the arrival rate of
requests increases, the size of the queue is increased as
well. This size may be up to 2, when λ = 1 and up
to 7, when λ = 2. The waiting time at the queue can
be a significant source of delay, as depicted in Figure 4
for the case when λ = 2. Requests need to wait a few
seconds when the size of the queue is more than 2.

During the framework’s operation, in case some
transmitted request/response message is lost, the queue
waits some given amount of time and then it retrans-
mits the message. This interval is crucial for the sys-
tem’s performance, since fast retransmissions would
increase the service rate of the requests. However, re-
transmissions that happen too early may encounter the
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Fig. 4. Waiting times of the requests at the request queue.

likely event that the original request message had al-
ready been served, but the response has not arrived
back yet. Such premature timeouts could cause unnec-
essary additional loading that increases collisions in a
loaded system, thus leading to system inefficiencies.

Thus, fine-tuning the request queue retransmission
interval is important for the framework’s operation. In
the following subsections, the main focus is to analyze
the queue behaviour, and properly set the value of this
interval. From now on, we would refer to the request
queue retransmission interval parameter as α.

We need to mention that, during this analysis, we
assume that home devices and their services have been
already discovered by the framework. Thus, the mi-
nor delay associated with discovering the devices and
parsing their associated WADL files for understanding
their functionality is not included in the experiments.
This is also the case for the experiments in Section 6.

5.1. Emulating a Smart Home Scenario

In order to analyze the request queues, realistic traf-
fic from Web clients who represent family members
was created. Home residents are modeled as software
agents who reside on the same computer as the appli-
cation framework. Therefore, network delay is negli-
gible. Using Restlet, a unique TCP socket is assigned
to each agent. The arrival rate of family members at
the framework is modeled by an exponential distribu-
tion. The exponential distribution is preferred to sim-
ulate real-world applications that deal with the occur-
rence of events, such as the arrival of customers at a
bank. The parameter λ denotes the arrival rate of the
clients. For example, when λ = 2, this means that on
average 2 family members arrive at the framework ev-
ery second. The operations of each agent include the
random selection of a home device, as well as the ran-
dom invocation of one of its RESTful Web services.

5.2. Searching for an Efficient Request Queue
Retransmission Interval

The experimental setup for analyzing the queue be-
haviour involves 2 sensor motes in a single-hop star
topology, 5 meters distance from the base station and
from each other. A small number of devices was se-
lected, as the aim was to observe the queues when hav-
ing considerable load. The application framework has
been installed on a laptop (Intel Core Duo 2.2 GHz).

Before proceeding to the first experiment, we need
to identify the different time-related metrics used in the
analysis procedure:

– Average Request-Response Time or Response
Time. The average time needed from the creation
of a request by a Web client to the arrival of the
response, transmitted by a sensor device.

– Round Trip Time (RTT). The average amount of
time from the wireless transmission of a request
until the arrival of the response.

– Waiting Time q. The amount of time a request
waits at the queue for its turn.

Obviously, in the case of no transmission failures:

Response T ime = q +RTT (1)

In case transmission failures occur, the average re-
sponse time increases according to the equation:

Response T ime = q+RTT+α·pf ·(
1− pnf
1− pf

)(2)

where pf is the probability of transmission failures and
n is the maximum number of retransmission attempts.
The RTT of each sensor mote participating in the ex-
perimental setup may be derived through sampling.
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Fig. 5. Histogram of RTT times of a sensor mote in one-hop distance.

For instance, Figure 5 presents the histogram of
some sensor device deployed in one-hop distance from
the base station. In this case, the average RTT time in
the one-hop communication with the mote is 530 ms
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with a standard deviation around 70. Having this in
mind, if α < RTT , numerous useless retransmissions
would happen, deteriorating the overall system perfor-
mance. This can be observed in Figure 6. Hence, we
only examine values of α ≥ RTT .
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Fig. 6. Retransmission attempts in lower values of the request queue
retransmission interval.

The first experiment studies the effect of transmis-
sion failures on the request queues, using λ = 1. By
default, the transmission failures in our smart home de-
ployment are around 5%, so we emulated additional
failures by manually dropping packets at the driver
module. Figure 7 presents the response times in rela-
tion to the retransmission interval α, considering vari-
ous percentages of failed transmissions.
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Fig. 7. The effect of transmission failures on the request queues.

As transmission failures increase, response times
are also increased, but not at an alarming rate. In all
scenarios, α = 600 ms yields the best response times.
As the parameter α increases, response times are in-
creased as well. The graph slopes become larger as the
percentage of failures grows. This fact denotes that the
fast retransmission feature of the request queue mecha-
nism becomes more significant when transmission fail-
ures exist in the home environment.

We note that when α is less than 600 ms, the sys-
tem does not operate correctly. As displayed in Figure
6, the percentage of retransmission attempts -in rela-

tion to the total number of client requests- grows ex-
ponentially as α decreases, since the queue incorrectly
believes that the request messages keep failing. In the
special case when α = RTT , false retransmission at-
tempts reach 18%. Continuous retransmissions cause
sensor motes to malfunction, reduce their battery life-
time and increase the overall loading of the system.

The next experiment examines the interval α in var-
ied workload. In this and the next experiments, the de-
fault case of 5% transmission failures is used. This is
realistic for typical home environments. The results of
this experiment are displayed in Figure 8.
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Low traffic implies less retransmissions. Thus, the
influence of the queue in the overall system perfor-
mance is small. However, as the traffic increases, the
retransmission interval α becomes more important, es-
pecially when λ = 2. Also in this experiment, the most
appropriate value for α, as expected, is about 600 ms.

Considering RTT times of 530 ms, with a stan-
dard deviation equal to 70, we claim that the appro-
priate value of α in our specific experimental setup,
equals the RTT time plus its standard deviation value.
To check whether this assumption is correct, we per-
formed the last experiment, which investigates the in-
fluence of the RTT time on the request queue, as shown
in Figure 9 for λ = 1. To increase the RTT time,
we programmed the TinyOS application which was in-
stalled on the sensor devices to wait an extra delay be-
fore transmitting a response back to the framework.

As the RTT delay increases, a good choice of the
value for α equals the RTT time plus the standard devi-
ation. Therefore, we recommend that the α value must
be set according to the following equation:

α = RTT + c · St. Deviation (3)

where the parameter c allows the system to choose
being more or less cautious. In a static deployment of
devices, similar to our emulated experimental setup, c
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could be equal to 1. Of course, RTT times and standard
deviation values are learned from the device thread af-
ter observing the physical device for some amount of
time. Therefore, the best approach is to set initially α
to a larger value, leaving a "safe margin" to avoid pro-
ducing continuous retransmissions. During the device
operation, the value of α may be fine-tuned accord-
ingly, by considering the observed RTT times.

5.3. Potential Benefits of Using Request Queues

By using request queues at the application frame-
work for managing the communication with home de-
vices, numerous benefits can be identified.

As mentioned before, transmission failures may be
effectively masked. As soon as a failure is "suspected"
by the queue, the request is immediately retransmitted
to the device. This fast retransmission mechanism de-
creases response times, especially when messages are
lost frequently due to transmission errors.

Furthermore, multiple residents may interact simul-
taneously with their home environment. Even though
their requests could be delayed in increased traffic con-
ditions, it is guaranteed that they would eventually be
satisfied. Section 6.1 evaluates response times in pres-
ence of high traffic from numerous tenants.

Moreover, the stability condition of each request
queue may be roughly estimated by observing the ar-
rival rate of incoming requests λ. To achieve stability,
it must be ensured that service time is less than the
inter-arrival time, i.e. RTT < 1

λ . In our earlier ex-
periments (with RTT = 530 ms), this implies that
λc = 1.88 for each sensor mote, i.e. λ must be always
smaller that λc to avoid overloading the queues.

Another possibility to effectively serve increasing
traffic would be to use load balancing. An equivalent
example from real life concerns a queue at a bank,

which employs a number of employees to serve ef-
ficiently its customers. In this case, a load balancer
module could be placed on the framework between the
driver module and the device threads (assuming multi-
ple devices could serve the requests), to balance the re-
quests between home devices, ensuring less response
times and extending the battery lifetime of the devices.

In addition, the use of request queues may support
prioritized requests. Priorities might be important in
some scenarios, e.g. to switch off immediately faulty
electrical appliances to avoid possibility of fire. High-
priority requests could be executed first, while request
with lower priority would wait longer at the queue.
This capability is demonstrated in Section 6.2.

An interesting aspect is the capability of predict-
ing the average response times, offering some per-
formance indications to tenants and third-party smart
home applications.

The use of request queues enables the detailed anal-
ysis of the system by employing queuing theory. Queu-
ing theory could answer more complicated questions
such as the mean number of customers in the system
or the mean waiting times. It could also estimate the
probability of the request queue to be in a certain state.

Finally, since our experimental setup focuses on
a static deployment of embedded devices inside the
home area, the parameter c in Equation 3 is set equal to
1, because the average RTT times of the sensor motes
are constant. However, in a dynamic scenario with mo-
bile devices and fast changing topologies, c should
take larger values, to adapt more easily to the possibly
highly varying RTT times of the embedded devices.

6. Technical Evaluation

Three scenarios are used to test the house ecosys-
tem. In the first, the existence of a large family is as-
sumed, interacting concurrently with the home envi-
ronment. In the second, a scenario with prioritized re-
quests is considered, highlighting an important feature
of harnessing request queues in smart home middle-
ware. Finally, the third scenario investigates an event-
based case, which is common for home automation.

These three experiments aim to examine the smart
home system from various perspectives. These per-
spectives cover: a request-response scenario with high
traffic; a scenario in which requests need to be classi-
fied using priorities; and a case where events are gen-
erated only sporadically and the framework must be
immediately notified as soon as they are triggered.
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The technical evaluation focuses on sensor devices,
as they are expected to operate under constrained re-
sources, accepting numerous requests due to their con-
tinuous monitoring operation. The performance of sen-
sor motes reflects the performance of any Web-enabled
home device, including smart power outlets.

Generally, smart power outlets do not demand high
performance as their primary task is to inform the sys-
tem in pre-defined, relatively slow intervals about the
energy consumption of electrical appliances. They are
also harnessed for controlling individual appliances,
but this operation is expected to happen sporadically
(see Sections 7.2, 7.4 and 7.5). Nonetheless, the multi-
hop performance of the wireless network of power out-
lets is examined in Section 7.4, under a demand re-
sponse setup within a virtual smart grid. Through this
study, the functionality of the smart outlets, in regard
to the electrical appliances they control, will be tested.

Figure 10 depicts the system infrastructure that
would be used in the following experiments, deployed
in a one-bedroom home. The application framework
has been installed on a laptop (Intel Core Duo 2.2
GHz). In the next tests, the focus is on the following
four performance metrics:

– Waiting Time at the request queues.
– Average Response Time.
– Cache Hits, i.e. the serving of a request through

the Web caching mechanism, instead of transmit-
ting the request to the physical home device.

– Energy Consumption, i.e. the power consumed by
the sensor devices during their operation, mea-
sured in Joules.

Living Room

Kitchen

Bathroom

Bedroom

Laundry Room

Application 
Framework for 
Smart Homes

(Base Station)

5 meters

Fig. 10. Experimental setup during technical evaluation.

For better comparisons, we also programmed the
sensor motes without 6LoWPAN support, using the
native programming model of TinyOS, still following
REST. Thus, we developed simulated REST, which is
a light, simulated version of REST without the IPv6
overhead. Simulated REST is more efficient, because
it uses the default messaging stack of TinyOS without
the IPv6 burden. From now on, the 6LoWPAN-based
WSN is referred to as 6LoWPAN REST and the version
without the IPv6 support as simulated REST.

An important configuration parameter influencing
the measurement results is the transmission power
used by the sensor motes. We set the transmission
power at -25 dBm, to allow a 5-meters transmission
range and facilitate a multi-hop operation of the WSN
inside the house. Another important aspect concerns
the sizes of the messages involved in the interactions
between the sensor motes and the framework. The size
of the 6LoWPAN messages is 128 bytes, while the
messages at simulated REST have size 80 bytes.

6.1. Request-Response Interaction

This scenario includes multiple virtual residents, in-
teracting with the IPv6-enabled sensor devices of their
smart home through the Web, in a request-response
pattern. The emulation described in Section 5.1 is also
followed in this case.

6.1.1. A Single-Hop Topology
During the evaluation efforts in [32], 4 IPv6-enabled

sensor motes were employed, deployed in a star topol-
ogy. A small number of sensors was selected, in or-
der to test the system in a demanding case, measuring
average request-response times in different workloads.

The results showed that less than 700 ms were
enough for satisfying the requests, even in the most ex-
treme cases. Simulated REST proved to be more ef-
ficient than 6LoWPAN REST. However, when Web
caching was employed (see Section 3.4), using only
10 seconds freshness time, 6LoWPAN REST exe-
cuted faster than simulated REST in workloads that ex-
ceeded an arrival rate λ = 1.16. In this case, the effi-
ciency of 6LoWPAN REST depended on the percent-
age of cache hits at each test.

6.1.2. A Multi-Hop Topology
In most cases, single-hop topologies do not cover

typical smart homes as the indoor range of a sensor
mote is 20-30 meters. Hence, this paper tests the ex-
ecution times of the Web-based WSN also in a multi-
hop scenario. The 4 sensor motes considered in the
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single-hop case were now placed as leaf nodes in a
three-hop distance from the base station, in a 2-3-4
topology, as shown in Figure 10. This topology was se-
lected to stress the operation of the WSN under heavy
workload. All sensor motes had 5 meters distance from
their parent node. Various tests were performed with λ
ranging from 0.2 to 2. Each test ran for 5 minutes.

The results can be observed in Figure 11. The av-
erage response times are less than a second, even in
the highest-traffic scenario. The multi-hop environ-
ment causes additional delays of around 170-200 ms
for 6LoWPAN REST and 110-140 ms for simulated
REST, compared to the single-hop tests. Similar to the
single-hop scenario, 6LoWPAN REST with 10 sec-
onds cache freshness time executes faster than simu-
lated REST, when λ > 0.8. This happens in lower traf-
fic conditions compared to the single-hop case, where
λ needed to reach 1.16. A possible explanation is that
the additional delays caused by the multi-hop environ-
ment make the caching mechanism more significant.
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Fig. 11. Response times of the WSN.

Figure 12 shows the percentage of cache hits, in cor-
relation to the arrival rate λ. Increased traffic produces
a larger percentage of cache hits. As the cache hits in-
crease, response time is effectively decreased. This fact
indicates high scalability of the system. Numerous si-
multaneous Web requests can be handled only in a few
hundreds of milliseconds. Comparing with the single-
hop case, we conclude that cache hits do not depend on
the sensor topology, being rather based on the work-
load and on the behavior of home residents at each test.

Cache hits are directly related to the freshness time
of the cache. There is a trade-off in using a larger fresh-
ness time because even though the cache hits are in-
creased and the overall response times are reduced, the
cached sensory measurements become older. A more
precise relationship between the cache freshness time
and the response times may be perceived by view-
ing Figure 13. Apparently, as the freshness time in-
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creases, the average response time is effectively de-
creased. This happens since the percentage of cache
hits increases, and the framework serves the requests
through the caching mechanism instead of querying
the physical home devices, which may be located mul-
tiple hops away from the base station. When increas-
ing the default value of 10 seconds freshness time by
5-30 seconds, the request time is linearly reduced with
a large gradient. Further increases of the freshness time
cause only small further reductions to the response
time. Similar patterns hold for all the three tests using
different arrival rates.

6.1.3. Energy Performance of Sensor Devices
In this test, the energy performance of 6LoWPAN

REST in comparison to simulated REST was studied,
by employing the Avrora simulator [46]. Since Avrora
simulates programs written for AVR microcontrollers,
the TinyOS sensor application was tailored to run on
Micaz motes. The power profiles of both mote types
are listed in [40]. We focused on the 4 leaf nodes of
the three-hop scenario. Those are the sensors that sat-
isfied the Web requests from home residents. The same
tests were ran, assuming 5 meters node distance and
5 minutes execution time. The energy consumption of
one of the leaf sensor motes is displayed in Figure 14.
The graph is for a single sensor but similar results have
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Fig. 14. Energy performance of the WSN.

been obtained for the other leaf sensors. The simula-
tion results for intermediate sensor motes in the three-
hop topology follow a similar pattern.

Observing the figure, the difference in energy con-
sumption between 6LoWPAN REST and simulated
REST is small, around 2-12%. This variance hap-
pens due to the probabilistic selection of sensor motes
by the residents. 6LoWPAN REST consumes slightly
more energy due to the small overhead of packet size at
6LoWPAN. This small difference in energy consump-
tion validates the statement that an IP-based stack for
WSN does not necessarily consume more energy [22].
Both in 6LoWPAN REST and simulated REST, the
consumption increases almost linearly.

When 6LoWPAN REST employs caching with 10
seconds freshness time, it becomes much more energy-
efficient in comparison to either 6LoWPAN REST or
simulated REST, in workloads with λ > 0.4. This ef-
ficiency reaches 50% under heavy workloads. Under
light traffic, efficiency is still considerable, fluctuat-
ing between 15-25%. 6LoWPAN REST with caching
scales well as the number of requests increases.

We need to note that the results depend greatly on
the transmission power setting. At some power set-
tings, receiving (or idle listening) may consume more
than transmitting. The link layer of the sensor nodes
does not use any duty cycling, but it is always listen-
ing by default. The fact that sleep modes were not con-
sidered explains the rather increased values of energy
consumption in the tests.

6.2. Support of Prioritized Requests

Priorities are considered in cases when an order of
importance or urgency needs to be maintained. Typical
categories of priorities may be low, normal and high.
High-priority requests are the most important, while
low-priority requests the least significant.
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Fig. 15. Waiting times for requests with different priorities.

In smart home applications, using prioritized re-
quests may be beneficial when some urgent operation
needs to be performed as fast as possible. This oper-
ation may involve triggering the alarm when a thief
breaks into the house or switching off an electric ap-
pliance that consumes excessive amounts of energy.

The request queues may be easily transformed into
priority queues by converting the queues into priority
heaps. A key characteristic of binary heaps is that they
keep at the head of their binary tree the request that has
the highest priority. The algorithm we used for defin-
ing priorities is described in Algorithm 1.

Algorithm 1 An algorithm for setting prioritized re-
quests in the smart home.

1: Assign a priority to each request (low, normal or
high).

2: Each prioritized request is translated into an inte-
ger value by the application framework, according
to the following formula: low=1, normal=5 and
high=10.

3: The priority heap selects for execution the request
with the highest priority number.

4: To avoid starvation of low-priority requests, the
priorities of all waiting requests are increased by
1 at every round, i.e. at a successful execution of
some request.

To test the priority queuing mechanism of the ap-
plication framework, 2 sensor devices in a star topol-
ogy were considered, with 5 meters distance from the
base station and from each other. Figure 15 shows
the response times of the prioritized requests accord-
ing to the current size of the heap when each request
appeared. This emulation was performed by setting
λ = 3, including 10% high-priority requests, 10% low-
priority and the rest with normal priority.

High-priority requests are executed first, with wait-
ing times less than 2 seconds, even when the heap has
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Priority Min. Heap Load Max. Heap Load Avg. Heap Load St. Dev.
Low 1 12 5.40 3.808

Normal 1 9 3.24 2.421

High 1 3 1.44 1.003
Table 2

Priority heap load conditions at the different priority categories.

a size equal to 9. On the contrary, low-priority requests
need significantly more time, reaching 10 seconds in
some cases. Table 2 shows the load conditions of the
priority heap at each priority category. As expected,
high-priority requests remain the least time in the heap,
between 1-3 rounds. Low-priority requests stay in av-
erage 5 rounds in the heap, while requests with nor-
mal priority fluctuate between low- and high-priority
requests. Algorithm 1 may be easily extended to sup-
port more layers of priorities.

Offering support for priorities is not a native fea-
ture of the Web, even though it may be supported in
the future. However, priorities can still be employed
internally by the application framework, e.g. to favour
the requests coming from specific family members or
those marked by the users as more important in some
rule-based smart home application, similar to the one
in Section 7.2.

6.3. Handling Event-Based Messaging

To test the proposed push technique for event-based
Web messaging (see Section 3.3), a scenario was cre-
ated in which sensor motes informed the application
framework as soon as the levels of illumination fell
below a certain threshold. The application framework
was configured to POST a subscription HTTP request
to the motes (publishers) that offered illumination ser-
vices and supported RMS. Whenever the percentage
of light in some room was significantly reduced, this
event was POSTed back to the framework (subscriber)
at a specified callback URL.

These events were forced to be triggered by man-
ually turning the lights on/off. Considering the three-
hop scenario in Figure 10 with 5 meters node distance,
around 400-440 ms were needed from the time the
lights were turned off, until the notification about the
event reached the framework from a leaf node. Obvi-
ously, in a pull-based scenario, event notification could
last seconds or even minutes, depending on the polling
frequency of the application framework.

The Avrora simulator was used to compare the en-
ergy consumption of 6LoWPAN REST when RMS
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was employed (push technique) and when the frame-
work periodically polled the sensor motes for newly-
sensed events (pull technique). The triggering of a fall
in illumination levels was simulated to occur once ev-
ery 5 minutes. Therefore, the motes supporting RMS
informed the framework once every 5 minutes about
these events while, in the pull case, the framework was
forced to ask the sensors every 30 seconds about a pos-
sible new event.

Figure 16 presents the results of the simulation, for
some hours of operation. To provide a better overall
picture, the simulation results for Blink and Oscillo-
scope16 are also displayed. From the figure, it seems
that 6LoWPAN REST with RMS consumes consider-
ably less energy than when the classic pull technique
is utilized. This difference is around 23%. Comparing
with Blink and Oscilloscope, the energy consumption
in the 6LoWPAN cases is 3-4 times less. This happens
because blinking the LEDs of the sensor motes is very
energy-demanding. More precisely, blinking the LEDs
is responsible for 60-75% of the total energy consumed
by the motes during their operation.

16Blink and Oscilloscope are two well-known TinyOS applica-
tions. Blink is a simple application that blinks the 3 mote LEDs. It
tests that the boot sequence and timers are working properly. The
three LEDs blink at 1Hz, 2Hz, and 4Hz. Oscilloscope is a simple
data-collection demo. It periodically samples the default sensor with
4Hz sampling rate and broadcasts a message over the radio every 10
readings, blinking at the same time the green LED of the mote.
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In general, the simulation measurements are linear.
In real life this would not be true, as the battery would
slowly discharge over time [34]. Thus, the supplied
voltage would decrease, as well would decrease the
consumed current and the consumed energy. Unfortu-
nately, the Avrora simulator does not take into account
battery discharging. However, for 10 hours simulation
time, the voltage drop can be considered negligible.

Assuming that sensor motes operate with two typ-
ical AA batteries, they can consume in total around
18,72 kJ. According to the simulation results, sensors
with 6LoWPAN REST and RMS would be able to
operate for 2 months and 23 days, while 6LoWPAN
REST without RMS only for 2 months and 3 days. Un-
der this assumption, sensors with Blink would operate
for 17 days and 9 hours while sensors with Oscillo-
scope application for 20 days and 2 hours.

Through RMS push technique, smaller delays and
better energy conservation are achieved, as we avoid
polling the motes with continuous request messages.
In any case, these calculations can not be realistic since
the link layer of the sensor nodes does not use any duty
cycling for saving energy during sleep times. Though,
the findings are useful for comparison purposes.

7. The Web as a Platform for facing Challenges in
building Energy-Aware Smart Homes

By using Web technologies, smart home applica-
tions can exploit their flexible operational environment
to provide solutions to challenges related to electri-
cal energy awareness and conservation. In the follow-
ing subsections, various case studies are considered in
which it is demonstrated how the Web-based behavior
of energy-aware smart homes can be exploited to de-
velop Web-based green applications that target home
environments. At each scenario, the functionality of
the application framework is augmented to support the
application-specific requirements.

7.1. Energy Awareness

By understanding the electricity footprint they con-
sume, residents are able to make intelligent choices
about energy [10]. Through detailed energy monitor-
ing, electricity-wasting actions can be avoided and
energy-inefficient devices can be managed better or be
replaced. The application framework was adapted to
allow residents to view their electricity footprint via
a Web interface (see Section 2.2). Through the Web,

Fig. 17. Detailed electrical consumption distribution.

they can remotely switch off electrical appliances, if
they forgot them on when they hastily left the house.

Residents can associate the energy consumption of
their electrical appliances with the actual tariffs from
their electric utilities, translating kilowatt hours (kWh)
into money. In such a way, users are not confused with
difficult to understand measurement units.

Historical data about energy and costs are aggre-
gated into graphs that present useful remarks about the
yearly, monthly and weekly consumption in the whole
house or per appliance. By comparing their actual elec-
tricity footprint with previous ones, citizens can be
aware in real-time if their actions are energy- and cost-
efficient. By determining the impact of their actions in
a timely fashion, they can evolve a more sustainable
behavior. Figure 17 presents a typical snapshot of the
smart home application, in which the distribution of
the energy consumption and the costs of the electrical
appliances in a house are presented in a pie chart.

7.2. Energy-Efficient Smart Rules

Energy conservation is a big issue in the world with
tremendous environmental, social and political impli-
cations. Buildings consume around 70% of the total
electrical energy consumed globally [1].

When the resident receives timely information of the
environmental context of his home (e.g. temperature,
light, motion), together with real-time details about
the consumption of his electrical devices, he can take
clever decisions to control their operation in an auto-
mated and energy-efficient way. Offering to a resident
the means to actively take part in energy-saving ini-
tiatives could help him to substantially decrease his
overall electrical consumption [42]. Each person has
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Fig. 18. An example of a physical mashup at the mashup editor.

unique behavioral patterns and the potential to config-
ure his home energy usage effectively to suit his needs.

Since the application framework exposes sensor de-
vices and electrical appliances as Web resources ac-
cessed through HTTP calls, they can be manipulated
in the same way as any other Web resource. They can
even form Web mashups, which are Web-based ap-
plications built by combining existing Web resources.
When Web mashups exploit real-world services of-
fered by physical devices, they are extended into phys-
ical mashups [19], combining physical services using
the same tools and techniques of classic Web mashups.

Following the physical mashup example, a graphical
mashup editor is developed, through which a resident
can create his own energy-efficient smart rules to au-
tomate his house in just a few clicks, using operations
such as greater than, if/then, and/or, etc. He can com-
bine environmental sensory measurements with ser-
vices offered from his electrical appliances, such as
sensing in real-time their consumption and switching
them on/off. Each habitant maintains his own profile,
being able to view, edit and delete his mashups.

A snapshot of the mashup editor is provided in Fig-
ure 18, which demonstrates an example of a mashup.
It is assumed that a resident has the bad habit to turn
off the lights when he goes to sleep but to forget the
television and the DVD player on. As soon as a sen-
sor device placed in the living room senses reduced
illumination late at night, then the television and the
DVD player are automatically turned off. By creating
this mashup, this resident can avert this habit, which
costs him energy and money. More advanced mashups
could also reveal undesirable events such as electricity
leakage or unexpectedly high temperatures, and coun-
termeasures can be automatically taken, such as to turn
off immediately faulty appliances.

Home appliances, when exposed as Web resources,
can be combined seamlessly with content and services
provided through the Web. The mashup editor supports
the blending of home devices with Web resources. For

instance, the user can employ a weather forecast ser-
vice, provided by a reliable organization through the
Web (e.g. World Weather Online, Yahoo Weather), to
adjust the temperature of his house in a future time. In
case the outside temperature is predicted to substan-
tially increase after some hours, the user can exploit
this information to turn off the electric heating auto-
matically before this increase happens.

7.3. Sharing Home Devices through Online Social
Networking

Social networking sites (SNS) have penetrated deeply
in our lives, enabling collaboration and sharing on
the Web. Two-thirds of the world’s Internet popula-
tion visit social networking or blogging sites, account-
ing for almost 10% of all Internet time [2]. Currently,
Facebook is the world’s most popular SNS with more
than 900 million active users.

As the application framework exposes its function-
ality as a RESTful API, it is easy to develop a phys-
ical mashup that involves the household appliances
of a smart home in a social networking application.
The Web 2.0 technologies provided by Facebook may
be utilized to transform the interaction with the smart
home into a shared, social experience [28]. Figure 19
is a snapshot of My Social Home Facebook applica-
tion, in which the environmental conditions and the in-
stant energy consumption of the electrical appliances
inside the house are graphically listed. The owner of
the house can share his home devices with his friends
or his family easily, just by adding them in a Facebook
group, created specifically for delegating them access.
Only authenticated users in Facebook, who are autho-
rized by the home owner to be members of that group,
can fully manipulate the application.

Users can subscribe to events, triggered when the
environmental conditions inside the house exceed
some threshold. For example, a small increase in the
energy consumption of the fridge could trigger an
event warning that the fridge door has been left open.
In such cases, group members can be notified through
the notification mechanisms provided by the Facebook
API (a status update, a Wall post, a note or an email).

In general, the practice of creating smart home ap-
plications with a social context, promotes sharing of
physical devices/services between tenants. Such appli-
cations could increase the awareness of the residents
about their home environment, helping them to acquire
more sustainable behaviors. SNS users could find it
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Fig. 19. A snapshot of "My Social Home" Facebook application.

easier to accept and use such applications, as they be-
come blended with their overall online experience.

7.4. Exploiting the Demand Response Program of the
Smart Grid

Future high energy demands cannot be accommo-
dated by current electricity grids. More rational uti-
lization of electrical energy is needed and this can be
achieved only when electric utilities are fully aware in
real-time about the electrical consumption and the de-
mands of their customers. The grid becomes intelligent
when it manages to deliver electricity from suppliers
to consumers using two-way digital communications
and a smart metering system. A smart grid17 is a net-
work of networks that has come to describe the future
electricity grid, enhanced with Information and Com-
munication Technology (ICT), applied to generation,
delivery and consumption of electric power.

Future smart homes need to be compliant with the
smart grid. A significant feature of the grid is demand
response (DR), for managing customers’ consumption
pricing according to supply conditions, allowing users
to cut their energy bills by scheduling low-priority de-
vices to harness energy only when it is cheapest. Dy-
namic tariffs can be received in real-time through the
Web, when utilities provide Web API to automatically
disseminate tariffs to the homes of the consumers.

A task scheduling mechanism was developed on top
of the graphical Web application for smart homes, and
adapted to DR from electric utilities [29]. Following
the physical mashup paradigm, residents could pro-
gram actions to be executed in low-tariff hours, for ex-

17http://smartgrid.ieee.org/ieee-smart-grid
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Fig. 20. Response times in switching on/off the washing machine.

ample to perform the washing when the tariff is 10%
less than its normal price.

The tenant may define a maximum amount of wait-
ing time, in case tariff does not fall below the specified
limit in that time window, to start the task right after.
He can also set the execution of a task to be performed
in morning, afternoon or night time. Finally, he may
specify the task duration, switching the corresponding
electrical appliance off when the task completes.

Ploggs, in this case, are utilized for controlling the
operation of schedulable devices, which are devices
that are supposed to accomplish some specific task but
their operation is not momentarily urgent and can be
postponed for a future time (e.g. washing machine,
clothes dryer, dishwasher).

We considered a typical real-life scenario to exam-
ine the feasibility of supporting DR and to assess the
performance of the smart power outlets, in terms of re-
sponse time. Most washing machines allow a user to
define a preferred operation mode and start the wash-
ing in a future time. Such a washing machine was pro-
grammed through the task scheduling mechanism, to
start the washing when the tariff from the electric util-
ity is 5% less than its normal price.

Since our country does not yet support the smart
grid, its operation was simulated through the Web by
developing a Web server that models DR functional-
ity. A RESTful Web service was included, in order to
inform customers in real-time about a utility’s current
tariffs using RSS Web feeds. The execution time of
this task was tested when placing the washing machine
and its corresponding Plogg in different hops from the
framework. Figure 20 illustrates the results of this ex-
periment. The network of smart power outlets needs
approximately 0.8-1.6 seconds to switch on the elec-
trical device, which is an acceptable amount of time.
Switching off the device after it has performed its task,
requires 1.2-2.7 seconds. This delay is caused by the
firmware and hardware of Plogg devices.
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This proof-of-concept deployment indicates the fea-
sibility of supporting smart grid applications such as
DR in energy-aware smart homes that operate using
Web technologies, with satisfactory performance.

7.5. Using Load Shedding for Frequency Stability of
the Smart Grid

Load shedding [9] is an action taken to prevent fre-
quency abnormal operation and is the last resort to
maintain frequency stability of the electrical grid. Con-
tingency scenarios could include the non-scheduled
outage of a generation unit or a main transformer. In
this case, the non-served load previously served by the
generator that currently experiences an outage needs to
be allocated to other online units. However, the online
generators may not be able to accommodate/undertake
the extra load because they are already highly loaded.

In order to avoid an under-frequency abnormal oper-
ation of the power system, the operator will be forced
to apply a low-frequency demand control action, re-
moving intentionally loads from service to prevent the
total collapse of the system due to cascading events.
This procedure lasts until the frequency magnitude re-
covers at the desired levels, when the rest of the online
units are able to fully compensate the non-served load.

A key feature of the future smart grid would be se-
lective load shedding that could be performed in a dis-
tributed manner, feasible when the grid is capable of
directly controlling domestic loads, by communicating
with energy-aware smart homes in real-time. Also in
this case, the Web is considered a flexible and interop-
erable platform to achieve this communication.

As mentioned in Section 2, the functionality of a
Web-enabled smart home may be exposed as a Web
API. Therefore, smart grid controllers would interact
with the house through the functions specified by this
API. A simple Web API for smart homes, targeted
to enable remote management and control by electric
utilities is presented in Table 3.

The electric utility monitors the frequency of the
power system in near real time. In case of a critical fre-
quency variation, control messages are issued from the
utility control center to the grid controllers, to reduce
power consumption. Then, the controllers would use
the Web API of smart homes in a best-effort manner,
asking houses to reduce their consumption based on
their current electrical demand and the grid condition.

To demonstrate this potential application of the
smart grid, an emulated scenario of selective load
shedding has been implemented [31], employing 3 res-

Fig. 21. The experimental setup used in load shedding [31].

idential units in which the application framework for
smart homes has been deployed, along with 4-5 Ploggs
at each house, associated with various electrical ap-
pliances of the house, preferably schedulable devices.
The experimental setup is displayed in Figure 21.

A smart grid controller was simulated on Simulink,
and its main task was to maintain the stability of the
system by determining the optimal amount of elec-
tric load that should be shed to achieve frequency sta-
bility. We assume that the grid experiences a sudden,
non-scheduled increase in load. This increase has been
modeled as a step function change in demand. As a re-
sult, the frequency of the power system starts to decline
continuously. Three different cases are considered:

1. No load shedding takes place.
2. Load shedding is performed following the con-

ventional practice that is applied by the vast ma-
jority of power system operators worldwide.

3. Intelligent selective load shedding is performed.

In the first case, the frequency decline is just mon-
itored without taking any action. In the second case,
circuit breakers are activated, shedding load based on
an approximate rule of thumb, which indicates that
the connected load magnitude should be decreased lin-
early in relation to the frequency decline.

Finally, in the third case, an intelligent algorithm de-
termines when load shedding should be performed and
the amount of load that should be shed. The three dif-
ferent phases of this algorithm can be observed in Fig-
ure 21. At first, the grid controller monitors the electri-
cal consumption of all the houses by issuing an HTTP
GET electricity command to each smart home, in regu-
lar time intervals of 100 ms. At some time, it decides to
perform load shedding to maintain the frequency sta-
bility of the system. Hence, it decides to issue HTTP
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No. Resource URL REST Verb MIME (Return) Type Parameter (Type)
1 HouseName/electricity GET JSON -

2 HouseName/reduceconsumption POST text/plain reduction (Integer)

3 HouseName/increaseconsumption POST text/plain maxincrease (Integer)
Table 3

Sample Web API of a Web-enabled energy-aware smart home for interaction with electric utilities at the smart grid.

Fig. 22. Load shedding using different practices.

POST reduceconsumption commands to smart homes
B and C to reduce their instant consumption by 500
and 800 Watts respectively. Smart Home B responds
to this command by switching off the dishwasher and
smart home C by switching off the electric iron. These
are schedulable devices whose operation may be post-
poned for a future time. Then, when the system is sta-
bilized again, the controller issues POST increasecon-
sumption commands to smart homes B and C, allowing
them to increase their consumption by 600 and 1000
Watts respectively.

Figure 22 depicts the performance of the three dif-
ferent schemes in regard to the time response of the
frequency variation. When no load shedding is applied,
the frequency declines exceeding the permitted limits
(of +/- 3 Hz), causing under-frequency abnormal oper-
ation. In this case, the power grid experiences instabil-
ity and cascading events will possibly follow, causing
a total blackout. In the second case, when conventional
practices regarding load shedding are performed, the
frequency exceeds the desired levels for 4 seconds and
needs 35 seconds in total in order to "absorb" the dis-
turbance. After this critical time, frequency oscilla-
tions still exist, being reduced with a small step. In this
case, a set of customers would experience a total out-
age causing major discomfort to them.

Finally, when an intelligent selective load shedding
algorithm is applied, the frequency remains at the de-
sired levels during the whole emulation time. It recov-
ers fast in the first 35 seconds of the emulation and to-
tally absorbs the disturbance after 50 seconds. More
information about this experiment are available in [31].

Our findings indicate that this application can con-
tribute towards a more robust power grid that controls

Fig. 23. System infrastructure at the social competition.

frequency oscillations more effectively and efficiently,
preventing power system instabilities and total outages
of utility services, minimizing unexpected outages and
customer discomfort.

7.6. Energy Conservation through Social
Competitions in Blocks of Flats

In general, residents are willing and capable to
adapt their behavior to energy-saving lifestyles if given
the necessary feedback, support, and incentives. Es-
pecially the influence of the community by means of
comparisons with other people’s consumptions, has
the potential to drive residents towards a more persis-
tent behavioral change [8]. Social norms can motivate
people to question their behavior, if they discover it
is not "normal" [4]. Residents may learn from their
neighbors and receive encouragement and support.

To motivate people become more aware about en-
ergy and reduce their electrical consumption, a social
competition between neighboring flats in large resi-
dential blocks was created. Ploggs equipped with ex-
ternal current transformers for loads up to 100 Ampere
were employed, for acquiring the consumption of each
flat in real-time. A Plogg was attached to the mains me-
ter of every flat, communicating wirelessly in frequent
intervals (every minute) the electricity data in JSON
format to the application framework. The application
framework was responsible to parse the electricity-
related data, extract the important information and for-
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Fig. 24. Electrical consumption of the blocks during the competition, the suburban block (left) and the urban block (right)
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Fig. 25. Electrical consumption of the flats during the competition, the suburban flats (left) and the urban flats (right)

ward them to a Web server and an online database. The
system infrastructure is illustrated in Figure 23.

Residents could get informed in real-time about
their overall ranking in the competition, according to
their electricity footprint. They could also view their
historical electrical consumption at the previous days
of the competition, as well the overall electricity con-
sumed by the block. The winning flat would be the flat
that reduced most effectively its electrical consump-
tion in the one-month competition. The award to the
winning flat was a real-time energy monitor.

Our case study included two blocks of flats. The first
is at a suburb, with 6 flats participating and the second
in an urban area, having 20 flats. The duration of the
competition was one month for each block, performed
in winter period. The total energy performance of the
two blocks, as a summation of the electrical consump-
tion of all the participating flats, is depicted in Fig-
ure 24 on a daily basis. Temperature is strongly corre-
lated to the energy consumption of the buildings. This
is clear evidence that a considerable percentage of con-
sumed electricity is utilized for heating.

Because of the high dependencies to temperature,
"safe" conclusions about the energy savings due to the
competition can not be extracted. However, by com-
paring the first two weeks of the study with the last
two, the energy consumption in the last two weeks is
reduced by 260 kWh or 26% at the suburban block and
by 1091 kWh or 33% for the urban block.

Figure 25 presents the electricity footprint of each
flat during the competition, as well as that of the previ-
ous month (acquired from their electricity bills). Most
of the flats have reduced effectively their consumption.
The average reduction of energy is 11.90% at the sub-
urban block and 27.74% in the urban case.

These findings suggest that the practice of giving
awards and social incentives to residents may be effec-
tive in initiatives concerning environmental awareness.
More details about this study are provided in [26].

7.7. Energy Awareness through Social Comparisons

Tenants cannot easily assimilate quantitatively how
much energy they consume in their residence. They do
not possess the proper metrics to "quantify" their to-
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Fig. 26. A snapshot of Social Electricity Facebook application.

tal consumption. This happens because each area, city
or country has different tariffs and varied weather and
physical conditions. A promising way to perceive their
consumed energy is to compare it with the amount con-
sumed by relatives, friends and neighbors [27].

Social Electricity18 is an award-winning19 Facebook
application that allows people to compare their elec-
tricity footprint with their friends or even their neigh-
borhood, village or town, to determine if their own
consumption is low, average or high. By understanding
the "semantics" of consumed energy, residents would
then be more responsible to reduce their overall con-
sumption. A snapshot of Social Electricity application
can be observed in Figure 26, showing a comparison
of electrical consumption between friends, tagged on
the map of Cyprus where they live.

To acquire electricity-related data, we collaborated
with the Electricity Authority of Cyprus (EAC), which
is the only utility in Cyprus. EAC delegated us with
anonymous access to the sensory measurements of all
the electricity meters, which are deployed in the resi-
dential buildings of Cyprus. Respecting the privacy of
Cypriot citizens, the electricity measurements were ag-
gregated at a street level (address, postal code, city), to

18https://apps.facebook.com/socialelectricity/
19Social Electricity has been awarded the first prize in the

2nd Green ICT Application Challenge, organized by the Inter-
national Telecommunication Union (ITU). http://www.itu.int/ITU-
T/climatechange/greenict/201206/index.html

avoid the guessing of the consumption at some specific
residence.

Social Electricity promotes sharing of people’s elec-
tricity consumption figures with their friends at a street
level, transforming the procedure of saving energy
into a social game. Residents are encouraged to in-
sert their monthly electrical consumption, and com-
pare it with their local neighborhood or their friends.
Moreover, useful statistics are provided about the most
energy-efficient streets, villages, areas and cities near
the user’s location, helping people to acquire "region
awareness", inspired to take actions to help the local
community maintain a better ranking in the future.

Furthermore, statistics are given concerning the ar-
eas with the least/most energy consumption in the
whole of Cyprus. Users may also observe the electrical
consumption of their street in previous months or in
the same month in previous years, and compare it with
the present street consumption. They can perform this
historical comparison also in relation to their Facebook
friends, to observe their friends’ street energy behavior
and compare it with the behavior of their street.

A preliminary evaluation involved 72 undergraduate
students, who were asked to use Social Electricity for
a week. 70% of the students reported that the applica-
tion helped them become more aware about the energy
they consume. Around 18% admitted they had a high
electricity bill and they promised to consume energy
more rationally in the future. Overall, these initial find-
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ings were encouraging to proceed with a deployment
around the whole of Cyprus, with the support of EAC.

This deployment started in August, 2012. In less
than a month, more than 500 Cypriots used the social
application while its idea was promoted through all the
main media of the country. In cooperation with EAC,
our main goals are to monitor the energy behavior of
the Cypriot society to consider whether this approach
has contributed in increasing the energy awareness of
Cypriot citizens, and how much it has influenced them
to save energy and money.

8. Discussion and Future Work

Our work constitutes a promising practice for en-
abling flexible, plug and play smart home applica-
tions, by following Web principles. Our approach fa-
cilitates home automation procedure and is character-
ized by high interoperability. Application development
becomes easy, by harnessing well-known and under-
stood Web technologies.

A technical evaluation indicates that, by following
the Web model, acceptable performance of household
embedded devices can be achieved, in terms of re-
sponse times and energy consumption.

In detail, the evaluation efforts show that IPv6 can
be well applied on sensor motes. Especially when
combined with Web caching, 6LoWPAN can even out-
perform (identical) applications that utilize the native
messaging stack of embedded operating systems such
as TinyOS. Event-based (push) Web messaging, as
well as Web caching, can be applied for preserving the
battery lifetime of sensor devices, while offering faster
notifications in case events are triggered.

By enhancing smart home middleware with request
queues that are responsible for managing the commu-
nication with home devices, numerous benefits may
be obtained, such as masking transmission failures,
handling efficiently and reliably numerous concurrent
Web clients and supporting priorities. Hence, better
performance in terms of waiting and response times,
scalability and reliability is ensured.

We claim that by means of the energy-related smart
home applications presented in Section 7, our smart
home system can contribute in saving energy, but alone
it would not be capable of effectively reducing the
overall electricity consumption.

We stress the fact that we do not propose a new tech-
nology for advanced automation, nor an effective, opti-
mized method for energy conservation. Our focus is to
show how easy and elegant home automation becomes,

when employing Web techniques. We recognize that
home residents are not expected to have the expertise
to design energy-efficient strategies, even though their
active involvement in energy-saving initiatives can en-
gage them in sustainable lifestyles [42].

Nonetheless, our system can be utilized as a flexi-
ble platform, on top of which more advanced practices
for energy-efficient home automation can be devel-
oped. Classical optimization techniques, or even ma-
chine learning techniques such as for example neural
networks could be applied for the creation of advanced
energy-saving schemes, on top of a reliable, interoper-
able and efficient physical ecosystem.

Given the residents’ difficulty with current, com-
monly available home automation systems, a complete
human-computer interaction (HCI) design and study of
the system’s usability is necessary. For example, users
would likely find it complicated to specify rules based
on sensor measurements (see Section 7.2). It would be
better if they could just specify comfort levels, while
the system would adjust the low-level parameters.

Definitely, a great challenge for future smart homes
is also security. As a first step, an authentication mech-
anism was developed allowing only authenticated fam-
ily members to connect to the application framework.
Security in home environments is a large topic and ex-
tended Web-based schemes need to be developed that
involve end-to-end security mechanisms that guaran-
tee authentication, data integrity and confidentiality,
from the home devices to the Web and vice-versa.

Finally, further analysis of the request queue mech-
anism is required, in order to enhance the performance
of smart home operations and increase the reliability of
the house. The potential benefits of employing request
queues, listed in Section 5.3 need to be studied and
evaluated experimentally. For example, features such
as load balancing and estimation of current response
times, needed for satisfying tenants’ requests, would
be considered. In addition, aspects from queuing the-
ory could be employed for answering more compli-
cated questions about the system’s behaviour while
Equation 3 could be adapted to support also mobile
home devices and dynamic environments.

Summing up, four main areas of future work in-
clude: further analysis of the request queue mecha-
nism; optimization and control theoretic or even ma-
chine learning techniques, which would orchestrate the
operation of home devices towards green functional-
ity; HCI to increase the usability of the graphical Web
applications for smart homes; and Web practices to en-
sure security in future home environments.
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9. Conclusion

In this paper, a Web-based application framework
was presented, which may constitute a foundational
pillar towards a comprehensive energy-aware smart
home that operates using Web principles. Sensor de-
vices and smart power outlets were enabled to the Web
and combined together, in order to offer the means to-
wards automating the home environment. The unique
design of the framework, employing request queues for
handling the interaction of tenants with their home de-
vices, enhances the overall performance of the system,
offering reliability and better response times. The sup-
port of prioritized requests may be also important in
future smart home deployments, when urgent requests
must be executed as soon as possible.

Overall, a flexible application-level solution for
home automation is proposed, based on combining
existing Web technologies and reliable, well-studied
Web techniques. We demonstrated that effective smart
home applications can be easily created by using Web
technologies, to encounter technological and societal
challenges such as energy awareness and conservation.

Our technical evaluation indicates that the Web of
Things can be successfully applied to smart homes.
Enhanced Web techniques such as HTTP caching and
event-based Web messaging can contribute in increas-
ing the performance and scalability of smart home ap-
plications, reducing the power consumption of sensor
devices, preserving their battery lifetime.

Concluding, we believe that the future in home au-
tomation is towards the Internet. Web technologies
have the potential to become the future standards in
smart home environments, towards an interoperable
and sustainable world.
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